


Important Notices

The Syspine Digital Operator Phone System (Syspine Phone System) offers
many features, including the ability to manage individual user preferences
using Assistant. Users should understand how various issues affect privacy
and the security of the phone system.

This section describes basic information to consider before using the

Syspine Phone System. All recommendations are based on a general configu-
ration of the phone system. However, every small business is unique. Evaluate
the specific configurations of the office setup when using the

Syspine Phone System. Use discretion when following the guidelines dis-
cussed in these topics.

Emergency Considerations

* Power, network, or telephone service outages: If there is an outage, dis-
ruption, or other degradation of the power, network, or telephone services
at your location, Response Point will not work.

* How to dial an emergency number: Please inform all of your employees,
visitors, and Response Point users that they can either dial the emergency
number, or 9 plus the emergency number, to access emergency services:

Emergency
Numbers

Region
Australia 000
Canada 911
New Zealand 111
Singapore 995, 999
South Africa 10111, 10177, 112
United Kingdom 112, 999

United States 911

¢ Maintain an alternative means of calling emergency services: You
should maintain a backup means of calling emergency services (for exam-
ple, by using a phone plugged into a standard telephone line or a mobile



phone) in case of a power failure, telephone service outage, or other prob-
lem that may inhibit you from using Response Point.

e Calling emergency services using a VolP service provider: Please note
that not all VoIP service providers enable users to call emergency services.
Such requirements vary by country. If you have questions about this capa-
bility, please contact your VoIP service provider.

* 811 feature: By dialing 811 on the Response Point system, you can call
back the last phone that was used to dial an emergency number. This infor-
mation will be stored for only 24-48 hours after an emergency number is
dialed.

NoTE: This feature may not work if the phone has not been registered with the
Response Point base unit by your phone system administrator.

* Emergency-number location obligations that may apply to certain
owners of Response Point: Your telephone company or voice/VolP ser-
vice provider may be required under applicable law to provide a telephone
number and address associated with that telephone number to emergency
services when a caller dials an emergency number. Further, certain coun-
tries' laws may require the owner/operator of a multi-line telephone system
(MLTS), such as Response Point, to provide emergency services with the
physical location/address of the phone that was used to call an emergency
number, in addition to the caller's telephone number. In such cases, compli-
ance with such MLTS laws is your responsibility. Please note that
Response Point does not provide to emergency services with the physical
location/address of a phone that is used to call an emergency number.



Privacy Considerations

The following information describes privacy issues related to the
Syspine Phone System.

Privacy of Users

The personal information entered in the User Properties dialog box is stored on
the Syspine Digital Operator System A50 (DOS-A50) and is not encrypted. Any
user who has access to the DOS-A50 password (for example, the phone sys-
tem administrator) can modify this information, which includes:

*  Voicemail messages configured to be retrieved by phone (Voice messages
sent exclusively as E-mail attachments are not stored on the DOS-AS50).

* Names and nicknames that external callers might use when speaking to
the Automated Receptionist.

¢ Personal contact information uploaded from a contact store.
* E-mail addresses specified to receive voicemail attachments.

* Bypass Receptionist phone numbers that connect directly to the extension
numbers specified.

Selecting the Remember logon settings check box when logging on to Assis-
tant, encrypts and stores credentials on the computer running Assistant.

The directory is available to external callers. Choose to add or remove name
and extension number details from this directory. However, the phone system
administrator can override choices without user consent—Dby either adding
information to the directory or removing information from it.

User name and extension number details are automatically added to the list
displayed in Assistant; there is no way to override this feature. Any user who
logs on to Assistant can view this list.

Privacy of Calls

Various components of the Syspine Phone System must exchange data so that
calls can be placed and received. Similar to many traditional phone systems,
where people with access to the office phone network may be able to listen to
phone calls, people with access to the office LAN may also be able to listen to
phone calls placed using the Syspine Phone System.

Calls—which are comprised of data packets that pass between DOS-A50,
phone line adapters, and phones—travel over the office LAN and are not
encrypted. For example, the caller ID information that is exchanged between



the phones and DOS-A50 is not encrypted. Likewise, a conversation that is
transmitted from one phone to another phone is not encrypted.

However, data that is exchanged between the DOS-A50 and Administrator or
Assistant is encrypted.

Privacy of SMTP Servers

The information that is transmitted from the DOS-AS50 to the SMTP server
(such as, a Microsoft® Exchange® server on the LAN or an ISP’s E-mail server
on the Internet) will be encrypted or not depending on whether the SMTP
server requires encryption. Information that may not be encrypted includes the
user name and password for logging on to the SMTP server and voice mes-
sages sent as E-mail attachments. For more information about the DOS-A50’s
connection to the SMTP server, contact the Syspine Phone System administra-
tor.

Privacy of Backups

The Syspine Phone System administrator may choose to make a backup of the
data on the DOS-A50. Data saved in the backup file is not encrypted. There-
fore, it is recommend that the Syspine Phone System administrator store back-
ups on a removable hard drive that can be disconnected from the LAN and
stored in a secure location (for example, on a disk that can be stored in a
locked drawer).

Transfer of DOS-A50s

Before transferring the DOS-A50 to a third party, permanently delete all infor-
mation using the Erase Data program that comes on the installation CD.
See Resetting Factory Defaults on page 168 for more information.



Security Considerations

Security and privacy are related topics. Privacy Considerations discusses the
handling of users’ personal information. This topic focuses on the issues
involved securing the Syspine Phone System.

While Voice over Internet Protocol (VolP) brings the power of the Internet to
phone services, it also introduces some security issues. Unless the office LAN
is secure, employees or callers could change phone settings, listen to others'
voice messages, and even access the public address system, if available.

Consider the following issues in creating a secure phone system:
Change Default Passwords

The first step toward securing the Syspine Phone System is to change the
default password of the DOS-A50. The default DOS-A50 password is admin,
used from Administrator to connect to the DOS-A50.

Also, encourage users to change passwords when using Assistant. A user is
typically assigned to one extension number password, which is used to log on
to Assistant and to retrieve voicemail messages. The default extension number
password is 9999.

System Vulnerabilities

Syspine Phone System runs on the office LAN, and the organization may have
a wireless LAN. While convenient and popular, the security features in many
wireless default implementations may not be adequate. Consider whether the
LAN security configuration, especially the wireless LAN security configuration,
is correct for the business.

Firewall Issues

It's a good idea to use firewalls to help protect an office LAN. A firewall blocks
requests or communication attempts from any unspecified programs.

If using a third-party firewall to provide security, instead of the default Windows®
Firewall, Assistant and Administrator will not be able communicate with the
DOS-A50. To avoid this problem, create firewall exceptions in the firewall pro-
gram for Administrator and Assistant. A firewall exception allows selected pro-
grams to connect with a computer.

If using a third-party firewall, refer to its documentation for instructions on creat-
ing firewall exceptions.



Security Certificates

In the first instance of logging on to Administrator and connecting to a DOS-
A50, a security relationship between the DOS-A50 and the computer running
Administrator must be established.

After establishing that security relationship, the DOS-A50 copies a certificate (a
digital document) to the computer running Administrator. Once the two have the
same certificate information, the computer automatically trusts that the DOS-
A50 is legitimate.

Security certificates are put on the DOS-A50 when manufactured and have a
15-year expiration date. Contact the manufacturer’s customer support service if
the expiration date is imminent.

Occasionally, at log on, a security error may display, denying connection to a
DOS-A50. This can occur if the certificate exchange has been corrupted, for
example. In this case, try connecting again, or restart the DOS-A50 so that the
certificate can be reinitialized. If the error reoccurs, a program or other device
on the LAN might be trying to fool or intercept DOS-A50 data. An explanatory
message is displayed when these conditions occur.

Security of Backups

Phone system data is not encrypted when a backup is created. Therefore, it is
recommended that the Syspine Phone System administrator store backups on
a removable hard drive, which can be disconnected from the LAN.

Environmental Considerations

@ To conserve natural resources, printing a hard copy of this manual
should only be performed if absolutely necessary. Adobe® Acrobat®
<9 and most printers support printing two pages on one sheet. Refer to
the printer User Manual for more information.
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Introduction

Designed for ease of use and manageability, the

Syspine Digital Operator Phone System (Syspine Phone System) combines
the Syspine Digital Operator System A50 (DOS-A50) and Syspine IP Phone
310s in one easy to install, end-to-end, communication solution.

The user friendly, PC based Microsoft® Response Point™ phone system soft-
ware provides the management and user interface tools for the DOS-A50.

¢ Response Point Administrator—used by the Syspine Phone System
administrator providing effective management of hardware and user
access.

¢ Response Point Assistant—designed for end users to efficiently manage
user preferences and featuring Click to Call dialing. Configure voicemail
greetings, determine how to retrieve user voicemail messages, and man-
age incoming call notifications.

The DOS-A50 provides public switched telephone network (PSTN), and
optional Internet and virtual private network (VPN) interconnection specifically
designed to empower small business customers to manage customer call traf-
fic and employee use.

The IP Phone 310 combines ease of use with advanced functionality and ergo-
nomic design.

Combined with a low Total Cost of Ownership (TCO), the Syspine Phone System
becomes the ideal communication tool.




Introduction

1.1 Product Info and Advantages

¢ End-to-end solution—complete communication solution for small busi-
nesses, including SIP Trunking support for VoIP connectivity.

* [Easy to install—plug and play setup without the need for specialized
IT/Telecommunications knowledge.

* Easy to manage—Microsoft Response Point Administrator provides a sim-
ple and effective web page tool for managing DOS-A50.

e [Easy to use—voice activated commands eliminate complex key strokes
and the powerful Click to Call feature provides one-click dialing through
Assistant and the fifty entry Call History page.

* Integration with Microsoft® Office Outlook®—voice activated dialing to
existing Outlook contacts through Assistant.

1.1.1 Key Advantages of Response Point Software

¢ One-button access to voice dialing. Press the Response Point button, and
use voice commands to dial, transfer, or retrieve a call.

e Voice dialing of personal contacts.

* Integration with Office Outlook, Windows Address Book (for Microsoft®
Windows® XP), and Windows Contacts (for Microsoft® Windows Vista®) for
importing contacts.

¢ Automated Receptionist can answer and direct calls all of the time, when
the office is closed, or when the receptionist can't take calls.

e Built-in voicemail services—retrieve messages by phone or as e-mail
attachments, or both.

* Incoming call notifications can display on your computer screen when calls
come into the office.

1.1.2 Additional Advantages
* Phone, user, and service configuration wizards help make Response Point
easy to manage.

e Easy back up and restore of phone system data.
e Automatic phone discovery when new phones are added to the office LAN.

* Bypass Receptionist can directly connect callers to specified extension
numbers in the office.

e External Access gives specified remote numbers (such as your mobile
phone number) access to Response Point features.

2 Product Info and Advantages
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1.2 Unpacking the Syspine Phone System

1.2.1 Package Contents
Verify all contents are present and in good condition. If any items are missing or dam-

aged, contact the dealer immediately.

Power Cable

id

1 x 3M RJ-45 Male 4 x 3M RJ-11 Male 2 x Power Cable Clips
Ethernet Cable (yellow) Phone Line Cables

Quick Start Guide

Installation and Help CD Quick Start Guide Wall Mounting Kit
including User’s Manual

@ NOTE: To conserve natural resources, printing a hard copy of the

User Manual supplied on the Installation and Help CD
<9 should only be performed if absolutely necessary. Adobe®

Acrobat® and most printers support printing two pages on
one sheet. Refer to the printer User Manual for more infor-

mation.

Unpacking the Syspine Phone System :]
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1.2.2 Optional Contents

1 x 3M RJ-45 Male Ethernet 4 x 3M RJ-11 Male Phone

Cable (blue) Line Cable
Included with the Optional  Included with Optional ATA
Security Gateway Module Module

4 Unpacking the Syspine Phone System
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1.3 Tour of the Syspine Phone System

1.3.1 Syspine DOS-A50

1.3.1.1  FEATURES OVERVIEW
e Simplified administration featuring phone and service configuration wizards

*  Voice commands and Click to Call functionality

* Detailed Call History and Speed Dialing

e  Microsoft Outlook integration

* Integrated security gateway (optional)

* Voice-enabled auto attendant

e Built-in voicemail featuring voice to E-mail forwarding
e Traditional PSTN and SIP Trunking supporting VolP
e Call park, retrieve, and transfer

1.3.2 Front View

No. Item Description

1. Top Ventilation Cooling vent—do not obstruct
2, Panel Release Press to remove LCD panel

3. LCD Panel See LCD Panel on page 8

4, Ventilation Cooling vents—do not obstruct

Tour of the Syspine Phone System 1
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1.3.3 Rear View

6 g >
[ gl
¢ ® @ s |
— ,‘
1 2 3405 6 7 8 9 10
No. Item Description
1. Telephone Lines |Module 1 telephone lines P1 to P4
2. DC IN Jack Connect the DC power adapter to this jack
3. Phone Line LCDs |Indicates phone line activity on the corre-
sponding line
4. Status LED Indicates module 1 connection status
5. Optional Module 2 telephone lines P5 to P8
Telephone Lines |(optional)
6. LINE OUT Connect an output device, such as a Public
Address system or speaker. See Using a
Public Address System on page 60
7. LINE IN Standard Line-in jack. See Service Manual
for updated functions
8. USB Ports Connect USB devices to these ports
9. LAN Port Connect an Ethernet RJ-45 to the LAN
10. |Optional WAN Connect an Ethernet RJ-45 to the wide area
Port network (WAN) if the optional Security
Gateway module is installed

6 Tour of the Syspine Phone System
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1.3.4 Bottom View

© o

9% O

- .
No. Item Description
. Module Feet Desktop non-skid feet
2. Wall Fixing Slots |Attach to wall using wall mounting template
(see DOS-A50 Wall Mounting Template on
page 175)

Tour of the Syspine Phone System 7|
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1.3.5 LCD Panel

éyspine DOS-A50

‘ ’ @, (Or==t

@ [ -
POWER SYSTEM  LINE1 LINE2 GATEWAY

1 2 3 4 5 6 7 8 91011 12 13

No. Item Description
1. LCD panel 2 x 16 characters 5 x 7 dot display
2. Power LED LED lights orange in power-on state
3. System LED LED lights blue when system is in ready
state
4. |Line Modulel i color Line 1 Module LED
LED
5. |Line Module2 I iior Line 2 Module LED
LED
6. (LSSI’;away Module Tri-color Gateway Module LED
7. Left Button Up one level in Admin Mode
8. Enter Button Press to Apply settings / Down one level in
Admin mode
Hold for 5 seconds to enter Admin Mode
9. Down Button Scroll down through options in Admin Mode
10. |Up Button Scroll up through options in Admin Mode
11. |Right Button View lower line message
Select option in Admin Mode

8 Tour of the Syspine Phone System
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No. Item Description
12. |IP Button

Push to view: IP address, subnet mask,
default gateway, DNS server, and DHCP
Mode (enabled or disabled)

13. |Reset Button Hold for 5 seconds to reset the system (see
Powering Down the DOS-A50 on page 49)

NoTE: The DOS-A50 is set to DHCP client enabled as default and cannot be
changed.

1.3.6 LED Behavior

LED Behavior/Color Description
Power Solid Orange Power on
Off Power off
System Status |Solid Blue System in ready state
Blinking Blue System booting or system failure
detected
Line Module 1 |Solid Red Module 1 failure detected
Solid Orange Module 1 booting
Solid Green Module 1 in service (registered)
Line Module 2 |Solid Red Module 2 failure detected
Solid Orange Module 2 booting
Solid Green Module 2 in service (registered)
Gateway Solid Red Gateway Module failure detected
Module Solid Orange Gateway Module active, but WAN
is inactive
Solid Green Gateway Module active, and WAN
is connected

Tour of the Syspine Phone System 1
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1.4 Syspine IP Phone 310

10

1.4.1 Front View
 —
! Syspine T
‘ 8
| /FP\ N
X @ OEE
S
4 W L
5 -0 @EE
6 O
| —
No. Item Description
1. Handset High quality telephone handset
2. Transfer Transfers the current call
3. Conference Start Conference call
4. Call History Display call history menu
5. Redial Dial last number entered
6. Hold Place caller on hold
7. Call Indicator Flashes to indicates incoming calls
8. LCD Screen 2 x 16 character LCD display
9. Response Point |Response Point button for voice dialing or
voice activated commands
10. |Voicemail Retrieve Voicemail
1. |Mute Turn Mute on or off during Handsfree or
Handset calling

Syspine IP Phone 310
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No. Item Description

12. |Handsfree Place or answer a call without the use of the
handset
13. |Volume and Menu [Move up and down through menu options
Navigation and adjust ringer volume. Increase or
decrease volume while phone is in use
14. |Dial / Enter Press to dial manually entered phone num-
bers / select items in the LCD menu

NoOTE: For ease of use, place the labels as shown in the preceding image.

1.4.2 1IP Phone 310 Operation

The following table describes the IP Phone 310 basic functions.

IMPORTANT! P Phone 310 Hook functionality may differ depending on the selected
service provider. Contact the provider for more information.

Label Description

Pick up the handset to answer or press to use
Handsfree mode.

Reject Call | Press to reject call.

Answer Call

Number Enter the desired number on the keypad and press
Dial to confirm (press to correct mistakes).
Voice Dial | Press /7~ ™\ and say the name of the contact to
call.
During a call, press ~~ @ "\ to park the call. The
Call Park system assigns the call a number and says Call
<parked call number> parked.
Call Press ~~ @ "\ and say Retrieve call <parked call
Retrieve number>.

Syspine IP Phone 310 11
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Label Description

Press /@ "\ to park the call, then say Transfer

Call call <parked call number> to, and the name of the
Transfer contact to call (for example: Transfer call 1 to John

Smith), or press + ext. number + .

Call Hold During a call, press @ to hold the call. Press @
again to retrieve the call.

During a call with the1st party, press @ to hold the

3 Way : .
Conference 1st party and get the dial tone, dial the 2nd party and
press again to start the conference.
Redial Press @ to redial the last number.
Mute Press to turn Mute on or off during Handsfree or
Handset calling
Press to access the following call history options:
Missed Calls
Received Calls
call Dialed Numbers
History Erase Records

Press E to access next item

Press # to confirm the item

Press to go back one level

N o a ~obd-=2

Press .The Automated Receptionist says Welcome
Voicemail to voice mail, please enter your password.The
default password is 9999. Press 1 to listen to the new
message or follow the prompts for more options.

Check IP

address Press # *47 (# *IP) to display the phone IP address.

12 Syspine IP Phone 310
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1.4.3 Rear View

g}\ @)
!
2 @
] | ;
sl e o 1.,
‘ A
4 —— 7
0 o P ]
©) @
) )
No. Item Description
1. Desk Stand Slots |Attach the desk stand to these slots
2, Wall Mount Slot  |Attach to wall using this slot
3. LAN Port Connect RJ-45 Ethernet cable
4, Handset Connect the handset cord
Connection Jack
5. PC Port Connect RJ-45 Ethernet cable to PC, or
daisy chain a PC, hub, or other Ethernet
device
6. AC Power Connect AC power adapter
Connection Jack
7. Wall Mount Stand |Attach the wall mount stand to these slots
Slots

NoOTE: See Locating IP Phone 310s on page 25 for installation instructions.

Syspine IP Phone 310 11
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Installation

This section contains details on how to install the
Syspine Digital Operator Phone System (Syspine Phone System) and connect
and configure the supplied Syspine IP Phone 310s.

Terms used in this chapter:

DHCP—Dynamic Host Configuration Protocol (DHCP) is used by net-
worked devices (clients) to obtain IP addresses and other parameters from
a DHCP server.

IP—Internet Protocol (IP) is used for communicating data across a net-
work. IP provides the service of communicable unique global addressing
amongst devices.

LAN—Local Area Network (LAN) is a computer network covering a small
geographic area, like an office, or group of buildings.

PoE—Power over Ethernet (PoE) is an alternate method of powering
devices without using a standard power outlet. The IP Phone 310 supports
PoE, although the required adapter is not supplied.

PSTN—Public Switched Telephone Network (PSTN) is the network of the
world's public telephone networks, in much the same way that the Internet
is the network of the world's public IP-based networks.

WAN—Wide Area Network (WAN) is a computer network that covers a
broad area. WANs are used to connect LANs and other types of networks
together, so that users and computers in one location can communicate
with users and computers in other locations.
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2.1 Hardware Installation

2.1.1 Typical LAN Setup

The diagram describes typical LAN architecture without the Security Gateway
using the Syspine Phone System.

NoTE: The standard unit does not contain the Security Gateway (WAN).

Typical LAN Set Up

» LAN Switch @

\ N —

o

E Syspine j
DOS-A50
lﬁ
=
Syspine \

IP Phone

Response Point Administrator

Syspine
IP Phone
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2.1.2 Typical WAN Setup

The diagram describes typical WAN architecture with the optional Security
Gateway using the Syspine Phone System.

NOTE: The Security Gateway module (WAN) is optional and must be purchased
before the Syspine Phone System can be setup as follows.

Typical WAN Set Up

LAN Switch ﬁ

1] E

IP Phone

Syspine
IP Phone

Response Point Administrator

For more information see the Security Gateway User’s Manual. Download the
latest information and updates from http://www.syspine.com.
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2.1.3 Recommended Installation Process

To save time, it is recommended that all the IP Phone 310s are installed and
connected to a suitable power outlet at the same time. For example, if ten IP
Phone 310s are required for an office setup, perform the installation in the fol-
lowing order.

1. Locate the DOS-A50 (desktop, upright, or wall mount). See Locating the
DOS-A50 on page 19.

2. Connect the DOS-A50 to the LAN and power outlet. See Connecting the
DOS-A50 to the LAN on page 22.

3. Connect the DOS-A50 to the PSTN. See Connecting the DOS-A50 to the
PSTN on page 24.

4. Locate all ten IP Phone 310s (desktop or wall mount). See Locating IP
Phone 310s on page 25.

5. Connect all ten IP Phone 310s to the LAN and suitable outlet. See Con-
necting IP Phone 310s to the LAN on page 27.

NoTE: Take note of each IP Phone 310's settings (IP address, location, and
proposed user) as the information is required during Adding a Phone and
New User.

6. Install the Microsoft® Response Point™ phone system software. See
Response Point Software Installation on page 28.

7. Change the DOS-A50 password and set the date and time. See Changing
the DOS-A50 Password on page 36 and Setting the DOS-A50 Date and
Time on page 37.

8. Add Users and Phones to the DOS-A50 using Administrator. See Adding a
Phone and New User on page 38.

9. Configure user’s available options using Administrator. See Microsoft
Response Point Administrator on page 69.

10. Assist users to configure their personal settings using Assistant. See
Microsoft Response Point Assistant Features on page 137.
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2.1.4 Locating the DOS-A50

The DOS-A50 provides three distinct setup options—desktop, upright, and wall
mounted. The LCD panel and top ventilation panel can be inverted for upright
and wall mounted installation.

Wall Mount Installation

Desktop Installation

NoTE: The DOS-A50 is setup in the upright position by using the upright cradle
(optional). See Optional Contents on page 4.

2.1.4.1 DESKTOP INSTALLATION

Place the DOS-A50 on a flat, stable surface in a well ventilated area.

NoTE: Do not obstruct the cooling vents (see Front View on page 5 for vent
locations).

2.1.4.2 UPRIGHT INSTALLATION

1. Attach the upright cradle (optional) as described in the Quick Setup Guide
supplied with the cradle.

2. Place the DOS-A50 in the upright position on a flat, stable surface. Ensure
that there is ample ventilation and space for the required connections.

IMPORTANT! Do not obstruct the cooling vents (see Front View on page 5 for vent
locations).

3. Press the LCD panel release button (see Front View on page 5) and lift the
panel clear.

4. Invert the panel and insert it, right-hand side first into the panel bay.
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5. Press the panel inward until a click is heard. Apply steady pressure until a
further click is heard.

NoTE: When located correctly, the LCD panel does not move within the bay.

6. Grip the top ventilation panel (see Front View on page 5) and twist counter-
clockwise to remove it.

7. Invert the ventilation panel so that the Syspine name is readable and
replace the panel.

8. Twist clockwise to secure the panel in place.

2.1.4.3 WALL MOUNTED INSTALLATION

The DOS-A50 wall mounting solution is designed to reduce clutter by locating
the DOS-A50 in an otherwise unused area.

There are two wall mounting slots on the underside of the DOS-A50 (see Bot-
tom View on page 7) for mounting purposes.

At the back of this user’'s manual is a wall mounting template to assist in the
positioning of the DOS-A50. To wall mount the DOS-A50, perform the following
steps:

1. Press the LCD panel release button (see Front View on page 5) and lift the
panel clear.

2. Invert the panel and insert it, right-hand side first into the panel bay.

3. Press the panel inward until a click is heard. Apply steady pressure until a
further click is heard.

NoTE: When located correctly, the panel does not move in the bay.

4. Grip the top ventilation panel (see Front View on page 5) and twist counter-
clockwise to remove it.

5. Invert the ventilation panel so that the Syspine name is readable and
replace the panel.

6. Twist clockwise to secure the panel in place.

7. Locate a clean, even wall space with adequate room for cabling.

8. Print out the template at the back of this manual and place it on the wall
(see DOS-A50 Wall Mounting Template on page 175).

IMPORTANT! Ensure that the template is printed on A4 paper (or larger) and that the
distance between the drill guides is 100 mm.
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9. Use the guide line on the wall mounting template and a level to ensure the
DOS-A50 is in horizontal position.

10. Mark the locations for the two positioning screws using the template.
11. Drill two holes and insert the supplied wall fixing plugs.
12. Insert the supplied screws and tighten fully, until non of the thread is show-
ing.
NOTE: The screws are designed to project out from the wall for mounting pur-
poses.

13. Align the wall mounting slots on the underside of the DOS-A50 with the
screws. Place the DOS-A50 on the wall and pull down to locate the screws
securely.
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2.1.5 Connecting the DOS-A50 to the LAN

After locating the DOS-A50, connect to the LAN by performing the following
steps:
1. Insert the cable pin into the left-hand side of the DOS-A50 case as shown.

fﬂ I

g 4

N

2. Connect the AC adapter to the DOS-A50 and secure it in place as shown.
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3. Use one of the supplied Ethernet cables (yellow) to connect the LAN port of
the DOS-A50 to the LAN switch and plug in the AC adapter into a standard
electrical outlet.

Before continuing, make sure the display shows SERVICE READY.

NOTE: Ensure that all cables are properly inserted and the LAN switch is work-
ing properly before continuing.

Power Cable

Syspine
DOS-A50

Local Area Network
(LAN Switch)

Ethernet
Cable
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2.1.6 Connecting the DOS-A50 to the PSTN

After locating the DOS-A50, connect the PSTN by performing the following
steps:

1. Connect the phone cable to the PSTN as shown.

Syspine
DOS-A50

Connect to Public

Telephone I\W

Phone Cable

2. Check that the telephone line module LED on the back of the DOS-A50
lights green (see Rear View on page 6 for location).
NoOTE: If the telephone line status LED does not light for any active phone line,
check the public telephone line and Voice Services. See Using the Voice
Services Menu on page 87 for more information.
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2.1.7 Locating IP Phone 310s

The IP Phone 310 provides two distinct setup options—desktop and wall
mounted.

2.1.7.1 DESKTOP INSTALLATION

1. Insert the two locating tabs (1) into the slots
as shown.

2. Push the stand (2) toward the top of the IP
Phone 310 until it clicks into place.

2.1.7.2 WALL MOUNTED INSTALLATION

The IP Phone 310 wall mounting solution is designed to reduce clutter by locat-
ing the IP Phone 310 in an otherwise unused area.

The wall mounting slot is located on the underside of the IP Phone 310 (see
Rear View on page 13) for mounting purposes.

NOTE: The handset hook is supplied in the upright position, suitable for desktop
or wall mounting. If the phone is installed on a desktop without the stand,
remove the hook and install it point down.

Perform the following steps to wall mount an IP Phone 310:

1. Insert the two stand locating tabs in to the
slots on the phone.

2. Push the stand toward the bottom of the IP
Phone 310 to until it clicks into place.

3. Locate a clean, even wall space withade- [ Y || / /- >k
quate room for cabling.

4. Dirill a hole and insert a suitable wall-fixing
plug.

5. Insert a suitable screw and tighten, leaving a (
5 mm (0.2 inches) gap. ;
A
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6. Align the wall-mounting slot on the underside of the IP Phone 310 with the
screw.

7. Place the IP Phone 310 on the wall and pull down to locate the screw
securely.

2.1.8 IP Phone 310 Cable Connections
Connect the IP Phone 310 cables as shown in the diagram:

1. Connect the white Ethernet cable to the LAN port.
2. Connect the power cable to the DC power jack.

NoTE: If the IP Phone 310 is connected through a Power over Ethernet (PoE)
device, it is not necessary to connect the power adapter.

3. Connect the handset cable to the handset jack.

NoTE: The handset cable has a long straight connection and a short straight
connection. Use the long section to connect to the IP Phone 310. Secure
the cable in place by pressing down as shown in the preceding image.
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2.1.9 Connecting IP Phone 310s to the LAN

After connecting the DOS-A50 to the LAN and a suitable power outlet, connect
all the required IP Phone 310s at once to the LAN.

The IP Phone 310 supports daisy-chain connection for limited port access
using the supplied Ethernet cable.

IMPORTANT! PoE operation is not possible when wiring in daisy chain sequence—
power adapters must be used on series phones.

Perform the following steps to connect the IP Phone 310 as part of a daisy-
chain:

1. Disconnect the existing LAN cable from the PC.

2. Plug the LAN cable into the LAN port on the IP Phone 310.

3. Using the supplied Ethernet cable, connect the PC port on the IP Phone
310 to the LAN port on the PC.

4. Using the supplied power cables for each phone, connect the IP Phones to
a power source.

NoTE: If the IP Phone 310 is connected through a PoE device, it is not neces-
sary to connect the power adapter.

5. Record the IP address for each phone as displayed on the LCD screen.

NoTE: If the IP address is not displayed, enter # * 47 (# * IP) on the keypad to
display the IP address.

-

PC

=

Local Area Network
(LAN Switch)

Supplied

Power Cable

</ Syspine
IP Phone

If port access is not a consideration and a daisy chain connection is not required,
attach the IP Phone 310 directly to the LAN switch with the supplied cable.
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2.2 Response Point Software Installation

This section contains details on how to install the Microsoft® Response Point™
phone system software supported by Microsoft® Windows® XP and Microsoft®
Windows Vista®, and how to configure the IP Phone 310s.

Two types of installation are provided by Response Point software—Adminis-
trator and Assistant.

¢ The Administrator is a Windows front end application to configure and uti-
lize the DOS-A50’s many features from the administrator’s computer.

¢ The Assistant provides access to personal settings from users computers.

2.2.1 System Requirements
Microsoft Response Point Administrator requires:

¢ Microsoft Windows XP Professional or Home Edition, with Service Pack 2
(SP2, 32-bit or 64-bit) and with the latest security updates

¢ Microsoft Windows Vista (32-bit or 64-bit) with the latest security updates
e Windows Server 2003 R2 SP2 (32-bit or 64-bit)
e Small Business Server 2003 R2 (32-bit or 64-bit)
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2.3 Installing Response Point on the
Administration Computer

Perform the following steps to install Microsoft Response Point Administrator
and Assistant on Windows XP and Windows Vista operating systems.
Microsoft® English Text-to-Speech software is also included for Windows XP.

NoOTE: Administrator should only be installed on an administrator’'s computer.
Administrator privilege is required to configure the DOS-A50 settings.

2.3.1 Installing with Windows XP

1. Insert the Installation CD provided. The Auto-run Interface starts automati-
cally and the following screen displays.

NoOTE: If the Auto-run Interface does not start automatically, access the CD
using Windows Explorer and manually execute CDRun.exe in the root
directory to begin installation.

2. Click Install Syspine Tools.
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The Select the Microsoft Response Point 1.0 SP1 Components to
install screen displays.

i Microsoft Response Point 1.0 5P1/ Components - InstaliShield Wizard.  [X]

Select the Microsoft Response Point 1.0 5P1 Components to install rP

Install Microsoft Response Point Assistant 1.0 SP1
Use Respanse Point Assistant f you would ke to manage your individual caller
experience.

Install Microsoft Response Paint Administrator 1.0 SP1
Use Response Paint Adinistiator oniy i you are the Response Point adrinistator
for your organization.

Install Microsoft English Text-to-Speech Engine
Choosing this option will install the Microsalt Arina vaice, which wil be used by
Fiesponse Paint to generate spesch on this compuer.

NoTE: The Administrator software does not install by default.

3. Ensure that all the check boxes are selected, including Install Microsoft
Response Point Administrator 1.0 SP1.
4. Click Next.

5. Follow the on-screen prompts to install the software. The Assistant is
installed first, followed by the Administrator and Text-to-Speech software.

NoOTE: For both the Assistant and Administrator installation, a license screen
must be accepted before installation can continue.

6. Once installation is complete, go to Start> All Programs—> Microsoft
Response Point Administrator to launch Microsoft Response Point
Administrator.
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2.3.2 Installing with Windows Vista

1. Insert the Installation CD provided. The Auto-run Interface starts automati-
cally and the following screen displays.

NoTE: If the Auto-run Interface does not start automatically, access the CD
using Windows Explorer and manually execute CDRun.exe in the root
directory to begin installation.

2. Click Install Syspine Tools.

NoOTE: If a security screen displays, click the appropriate response to allow the
installation to continue.

The Select the Microsoft Response Point 1.0 SP1 Components to
install screen displays.

1% Microsoft Response Point 1.0 SP1 Components - InstaliShield Wizard =

Select the Microsoft Response Point 1.0 SP1 Components to install rP

Install Microsoft Response Point Assistant 1.0 SP1
Uise Riesponse Point Assistant if you would ke to manage your individual caller
experience.

Install Microsoft Response Point Administrator 1.0 SPL
Lise Riesponse Point Administrator only if you are the Riesponse Point admiistrator
Tor your orgarization.

Instalshield

NoTE: The Administrator software does not install by default.

3. Ensure that all the check boxes are selected, including Install Microsoft
Response Point Administrator 1.0 SP1.

4. Click Next.
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5. Follow the on-screen prompts to install the software. The Assistant is
installed first, followed by the Administrator.

NoOTE: For both the Assistant and Administrator installation, a license screen
must be accepted before installation can continue.

6. Once installation is complete, go to Start> All Programs—> Microsoft
Response Point Administrator to launch Microsoft Response Point
Administrator.
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2.4 Logging on to Response Point Administrator

After the initial hardware and software installation, the DOS-A50 is automati-
cally detected through the LAN connection. Perform the following steps to log in
to Response Point Administrator:

1. To launch Microsoft Response Point Administrator, go to Start-> All Pro-
grams—> Microsoft Response Point Administrator.

The IMPORTANT NOTICE screen displays.

/B IMPORTANT NOTICE: PLEASE READ CAREFULLY

2. Take a moment to read the information, then click OK.
The Select the base unit screen displays.

& Administrator, - Mi ft Response Point

&7 Frons Syst=m Fb Bassunit @ Call Routing

Select the base unit

Spedify the base unit to which you want to connect, and dick Connect. Choose from the base
units found on the network, or specify the address manually.

Base units found on the network:

Specify the address of a base unit manually

3. Select the desired DOS-A50 (only one entry is present in the previous
image), and click Connect.

NOTE: The connection process can take a few seconds. If the required DOS-
A50 is not present, see Troubleshooting on page 163.
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In the first instance of logging on to the Administrator, a security certificate
must be installed to create a secure connection. The following screen dis-

plays.

2 Administrator - Microsoft Response Point

Itis important to confirm the identity of base unit "MICROSOF-FCMR1S", to

ZB. which you are connecting. After you confirm the identity of the base unit,
Administrator will create a secure relationship by installing a security
certificate on the compLter running Administrator. Once the secure
relationship is created, you will not be asked to install the certificate again.

Please follow these steps:

1. Compare the MAC address 00-1B-24-4D-D1-47 to the MAC address on
the sticker on the side or back of the base unit.

2. If the addresses match, click Yes below and then Yes in the subsequent
message box, which displays some details about the certificate.

Have you confirmed the identity of the selected base unit, and do you want to
proceed creating a secure relatianship with the base unit?

I yes J| [ w0 ] [ viewcenficatz= | [ Helo |

4. Compare the media access control (MAC) address on screen with the MAC
address attached to the DOS-A50. Ensure the MAC addresses are identi-
cal and click Yes to continue.

NOTE: View the certificate by clicking View Certificate if required.

A Security Warning screen displays.

'i You are about to install a certificate from a certfication authority (CA) daiming to represent
Microsoft Response Paint base unit (00: 18:24:4D:D1:47)
Windows cannot validate that the certificate is actually from Microsoft Response Point base unit (00: 18:24:4D:01:47)", You should
confirmits orign by contacting "Mcrosoft Response Point base unit (00: 16:24:4D:D 1:47)", The follwing number wil assist you n this
process:
Thumbprint (sha1): 375BEODF 5B 1E346C C7C8F67C 3DEB3E2F 9AB95918
If you instal this root certificate, Windows wil automaticaly rust any certificate issued by this CA, Instaling a certificate with an
unconfirmed thumbprint is a security risk. If you ciick “Yes” you acknonledge this risk.

Do you want to install this certficate?

5. Click Yes to complete the certificate installation procedure.

NoTE: The security certificate is only installed once. Subsequent Administrator
sessions skip straight to the password prompt.
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Once connection is established, a password prompt displays.

& Connect to Base Unit

Type the base unit password for base unit "MICROSOF-
FCMR15", and click Connect. You must use correct
capitalization because passwords are case sensitive.

[ _comnect ][ cancel ][ Helb ]

6. Enter the default password admin (all lower case) and click Connect.
The main Administrator - Microsoft Response Point screen displays.

3 Phone system B & 5),
Tasks »  Phones
Phones

Add Phene o LsEE

Edit Phone

Remove Phone ~  Voice Services

» [ Module-1 (Prefix: 9)

Users » [@) Module-2 (Prefix: 9)

Add User

Edit User

Remove User
Add User to Phone

Voice Services
Add Voice Service
Edit Voice Service

Remove Voice Service

Other
View Call History
Upgrade Device Firmware

Refresh Page.
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2.4.1 Changing the DOS-A50 Password

After logging in, change the password to prevent any security issues.
NOTE: The default password for the DOS-A50 is admin.

To change the DOS-A50 password, perform the following steps:

1.  On the Base Unit tab, click Change Password in the Properties panel.
The Change Password screen displays.

The base unit password controls wha can connect to this base unit.

To help keep your phone system seci
Click here for on

s strong passwords.

)
o

C o J (o) e )

2. Enter the current password (admin), a new password, and confirm the new

password.
3. Click OK.
The following message is displayed when the password is changed suc-
cessfully.
& Administrator - Microsoft Response Point
@ The password has been changed.

NOTE: If an error message is displayed, follow the on-screen prompts to correct
the problem and try again.

2.4.11 STRONG PASSWORD TIPS

A maximum of 256 characters can be entered for Response Point Administrator
passwords. Due to the way passwords are encrypted, the most secure pass-
words are 7 or 14 characters long.

For a password to be strong, it should:

¢ Contain at least seven characters, including letters, numbers, and symbols.
¢ Be significantly different from prior passwords.
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¢ Not contain a name or user name.
¢ Not be a common word or name.

2.4.2 Setting the DOS-A50 Date and Time

To set the DOS-AS50 date and time values, perform the following steps:

1. On the Base Unit tab, click Change Date/Time in the Properties panel.
The Change Date and Time on Base Unit screen displays.

2 Change Date and Time on Base Unit 3]

Set the time on the base unit to the following value.

HMonth Day: Year

[y o [ o s ]

Heur Hinute Second

I o I o [ ol

Time zane:
[(GMT+08:00) Taipei ~

Automatically adjust clock for daylight savings chanaes

ok ) [ cancel | [ melp |

2. Select the required date and time information from the drop-down menus,
specify the time zone, and select automatic daylight saving adjustments if
required. Click OK.

The following warning displays.

A Administrator - Microsoft Response Point

After you save the date and time, the base unit might be

AU\ restarted automatically. While it restarts, the base unit will not be
available te answer incoming calls and active calls may be
disconnected.

Restarting the base unit may take several minutes.

Do you want to save the date and time on the base unit?

3. Click Yes to save the changes.

NoTE: The DOS-A50 only reboots if the time zone is changed. All other
changes are updated immediately.

4. \erify the new date and time in the summary screen.
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2.5 Configuring the IP Phone 310s

After logging on to the Administrator, the installed IP Phone 310s must be
detected and new users added. Perform the following steps to detect the
phones and add new user information.

2.5.1 Adding a Phone and New User

1. Go to Start> All Programs—> Microsoft Response Point Administrator
to launch Microsoft Response Point Administrator, if it is not already run-
ning.

2. Click the Phone System tab. In the Tasks pane, click Add Phone.

Phones
Users
Voice Services

Module-1 (Prefix: 9)
Module-2 (Prefix: 9)

‘Other
View Call History
Upgrade Device Firmware

Refresh Page
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The Have you connected your phone screen displays.

A Confisure Phone

£J Have you connected your phone?

Before continuing the wizard, you must connect your phone to your office LAN.

1) Using a network cable, connect the phone to your office
LAN by plugging the cable into the port labaled "LAN."

S
2) Plug the phens into 2 power source.

>

The phene is connectad and plugged in

Hext > Cancel Help

3. Confirm that the phones are properly connected and the power cord is
plugged in.

4. Click Next.
The What phone do you want to add screen displays.

& Configure Phone 3]
% what phone do you want to add?

Phones found on the network:

Syspine 1P Phone 310 (00-1B-24-3D-17-F6): 192.168.11.108 —1.1.0.12

What if the phone 1 expected to find is not listed?

“wo ) [Caees )| (oo ) (o

5. Highlight the required phone and click Next.
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The Who will receive calls on this phone screen displays.

2 Configure Phone

Z% who will receive calls on this phone?

Users who receive calls on this phone:

Prinary User: <Unzssign>

Shared User3: <Unassigned=

< Back hiext > Cancel Help

6. Click the Assign User button. A warning message displays.

NoTE: This message is only displayed if there are no users currently on the
system.

%2} Administrator - Microsoft Response Point

‘/’\‘ There are no users currently in the system. You must add users
‘®F' to the phone system before you can assign them to this phane.

7. Click OK to proceed.
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The New User screen displays. The default tab is the Identification tab.

New User 3]

Identiication |Voicemal | Cal Forwarding |

An extension number hat belongs ta a person, such as "Rens Valdes" or "Barry Johnson.”

Mame:
Type names as you expect calers to say them

Eirst name Last name:

|Juhrv ‘ ‘Smwth ‘ [ Record Name.... |

bickname (optional): Tile (optional) Other titls (optional
Oor. ~

Nickname (cptional): O miss | Example: Professor
O mr.
M mrs. ]

Extension nunber and password
Extension number

o,

Directory listing
(@) Lisk this user and extension number in the directory accessble to external calers

0 ok st the ser inthe diectory but alow the user to be accessibe to external

callers

D ok st the user inthe directory and do nat allw this user and extension to be
accesshle to external callers

8. From the User type drop down menu, select Person if it is not already
selected.

9. Fill in the Name fields. Ensure information easily identifies the user.
NoTE: Enter the user information as a caller would say it.

10. Change the Extension number and password field if desired. The exten-
sion range available is 100 through 799.

11. Select the desired Directory listing option from the list.

12. Click OK.
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The Who will receive calls on this phone screen re-displays.

2 Configure Phone

& who will receive calls on this phone?

Users who receive calls on this phone:

Shared Userl: <Unassigned=
Shared Users: <Unaseined
Shared User3: <Unassigned>

[<Back J[ mext> | [ cancel [ el |

Notice that the new user is assigned to the Primary User with the specified

extension number. See Using the Phones Menu on page 71 for more infor-
mation.

13. Click Next.
The What do you want to name this phone screen displays.

2 Configure Phone

&P what do you want to name this phone?

Qwner of the phone:
[30hn smith _(200) <]

Ehone Name

[ When placing calls, this phone can be used only for calling emergency services and
internal extension numbers

Click Finish to add the phone to the phone system.

[ <Back J|[ Fimish )| cancel | [_melo |

The Owner of the phone and Phone Name fields are automatically
inserted.

14. Check When placing calls... to restrict the phone to calling emergency
services and internal extension numbers only,

OR
Use the default setting to allow outgoing calls to all numbers.
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15. Click Finish.

The DOS-A50 automatically configures the phone and displays a confirma-
tion message screen.

& Configure Phone X

&3 Configuring the phone...

v Done: Registered the phone on the base unit.

v Done: Configured the phone.

v Done: Phone connected to the base unit.

The phone was added successfully to the phone system.

16. Click Close to complete the installation.
Repeat steps 2 through 16 to configure the second and subsequent phones.
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2.6 Installing Response Point Assistant on a
User’s Computer

Assistant provides user access to Response Point features including voice-
mail, call forwarding, and notification settings.

IMPORTANT! Assistant must be installed separately on each intended user’s PC.
Perform the following steps to install Microsoft Response Point Assistant on
Windows XP and Windows Vista operating systems.

2.6.1 Installing with Windows XP

1. Insert the Installation CD provided. The Auto-run Interface starts automati-
cally and the following screen displays.

NoTE: If the Auto-run Interface does not start automatically, access the CD
using Windows Explorer and manually execute CDRun.exe in the root
directory to begin installation.

2. Click Install Syspine Tools.
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The Select the Microsoft Response Point 1.0 SP1 Components to
install screen displays.

& Microsoft Response Point 1.0 SP1 Components - InstaliShield Wizard %]

Select the Microsoft Response Point 1.0 SP1 Components to install (P

[Fl1nstall Microsoft Response Point Assistant 1.0 5P1

Use Respanse Point Assistant if you would ike to manage yout individual caller
experience.

[1nstall Microsoft Response Point Administrator 1.0 SP1

Use Flespanse orlyif you are the Fesp: adimivisrator
for your organization.

[l 1nstall Microsoft English Text-to-Speech Engine

Chaosing this oplion wil instal the Microsoh Anna vaice, which wil be used by
Fiesponse Point to generale speech on this computer.

NOTE: ¢ By default, the Install Microsoft Response Point Administrator 1.0
SP1 check box is clear. For security reasons, Response Point Adminis-
trator must only be installed on an administrator's computer.

* For Windows XP users, the Microsoft English Text-to-Speech Engine
software package must be installed.

3. Click Next.
4. Follow the on-screen prompts to install the software.

5. Once installation is complete, go to Start> All Programs—> Microsoft
Response Point Assistant to launch Microsoft Response Point Assistant.

2.6.2 Installing with Windows Vista

1. Insert the Installation CD provided. The Auto-run Interface starts automati-
cally and the following screen displays.

Install Syspine Tools " e '

Manuals
Exit

Syspine
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NoOTE: If the Auto-run Interface does not start automatically, access the CD
using Windows Explorer and manually execute CDRun.exe in the root
directory to begin installation.

2. Click Install Syspine Tools.

NOTE: If a security screen displays, click the appropriate response to allow the
installation to continue.

The Select the Microsoft Response Point 1.0 SP1 Components to
install screen displays.

18 Microsoft Response Point 1.0 SP1 Components - InstallShield Wizard [

Select the Microsoft Response Point 1.0 SP1 Components to install rP

Install Microsoft Response Point Assistant 1.0 SP1
Use Response Foint fssistant i you would ke 1o manage you individual caller
experience

[/ Install Microsoft Response Point Administrator 1.0 5P1
Use Response Foint fdministiator only f you are the Response Foint administiator
for your siganization

Instalishield

< Back Next > Cancel

NoOTE: By default, the Install Microsoft Response Point Administrator 1.0
SP1 check box is clear. The Administrator should only be installed on
the administrator’'s computer.

3. Click Next.

4. Follow the on-screen prompts to install the software.

5. Once installation is complete, go to Start-> All Programs-> Microsoft
Response Point Assistant to launch Microsoft Response Point Assistant.
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2.6.3 Logging on to Response Point Assistant

After the installing the software, perform the following steps to log in to the
Assistant:

1. To launch Microsoft Response Point Assistant, go to Start-> All Pro-
grams—> Microsoft Response Point Assistant.

The log in screen displays.

2. Enter the user extension number and the default password 9999.
NoTE: The DOS-A50 is automatically detected.

3. Click Log On.

In the first instance of logging on to the Assistant, a security certificate
must be installed to create a secure connection. The following screen dis-

plays.

4. Compare the MAC address on screen with the MAC address attached to
the DOS-A50. Ensure the MAC addresses are identical and click Yes to
continue.

NOTE: View the certificate by clicking View Certificate if required.
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